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Abstract: Addressing the vulnerability of Global Navigation Satellite Systems (GNSS) to spoofing attacks, a Support
Vector Machine (SVM) detection algorithm based on correlator-domain information is proposed. Limitations of
conventional methods, such as reliance on a priori information, susceptibility to multipath-induced false alarms, and
subjective feature selection, are noted. Utilizing correlator-domain information, the proposed SVM analyzes the signal
tracking process. Key features are extracted, including the in-phase (I) and quadrature (Q) branch outputs of the
correlator, and combined features derived from early, prompt, and late codes. Feature correlation and mutual information
analysis are employed to optimize feature combinations, thereby fully exploiting the information within the correlator
domain. Experimental results demonstrate that with 6 features, the proposed algorithm achieves a correct detection rate of
95.61% under combined spoofing and multipath scenarios, representing a 12% improvement over traditional SVM. All
performance metrics are shown to be significantly superior to those of comparative algorithms. Regarding generalization
capability, the correlator-domain SVM achieves accuracy, precision, and recall rates exceeding 90% for untrained data.
Further validation using the Texas Spoofing Test Battery (TEXBAT) confirms detection accuracy greater than 98%, both
when trained on Scenario 2 and tested on Scenario 3 via transfer learning. This method effectively enhances the accuracy
and scenario adaptability of GNSS spoofing detection, providing a novel approach for robust detection in complex

electromagnetic environments.
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Table 1  Original feature parameters
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Fig.5 Variation process of feature IE-Avg under two scenarios
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Table 5 Detection results of CD-SVM algorithm under

different kernel functions

% PR AR W R LS PANCIE: F1 5054
linear 0. 894 2 0.893 4 0.8942  0.8995
poly 0.908 5 0.908 5 0.908 5 0.905 7
rbf 0.9315 0.9325 0.9315 0.931 0
sigmoid 0.823 7 0.8112 0.8237  0.8151
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Fig. 13 ROC curves of traditional SVM algorithm with different number of features
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Table 6  Feature selection results of SVM

ik FRIEZE$5
2 Delta-Avg , ELP-Diff
3 ELP-Diff, QL-Avg, QP-Avg
4 ELP-Avg, QL-Avg, Delta-Diff , IP-Avg
5 Delta-Diff, Ratio-Avg , ELP-Diff , QL-Avg, IP-Avg

ELP-Avg, IE-Avg, Delta-Diff , Ratio-Avg , QE-Avg,
QP-Avg
[F]#fE , CD-SVM TEAE FE (Precision ) 43 [7]2% (Recall )
FF1 5348 (F1_score) J7 W R BLH 25 82 T, JC
HORTERAERCR R 6 I, £ TG bR YA B e i 18, 43

51°40.956 1.0.956 1 F110. 956 1, 3 B HAE 7 2B4T
F R BEAEE R H sk

YE—2L M5 AUCHE, 7T DL & B CD-SVM 7E A (]
FROEBCR N () RN FIAEIL T 48 SV, Bifi 75 R AR
B B 0, CD-SVM 9 AUC B M 2 A FEAE B 119
0.947 9 W E 42T 3] 6 MRFEIT 7 0. 997 1, B i
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Table 7 Test results under mixed scenarios

W3 25 FR HERf 2R LRSS P F1434 Nav-only-Auc  Nav+Spoof-Auc  Nav+Multipath-Auc
CD-SVM-features2 0.8813 0. 869 8 0.8813 0.847 1 0.9479 0.729 1 0.963 9
CD-SVM-features3 0.916 2 0.918 3 0.916 2 0.916 7 0.983 8 0.942 0 0.986 6
CD-SVM-features4 0.9315 0.9325 0.9315 0.9310 0.987 5 0.944 4 0.9859
CD-SVM-features5 0.946 4 0.946 4 0.946 4 0.946 4 0.993 3 0.971 6 0.995 7
CD-SVM-features6 0.956 1 0.956 1 0.956 1 0.956 1 0.9939 0.978 9 0.997 1

SVM-features2 0.772 5 0.772 7 0.772 5 0.772 6 0.910 0 0.7152 0. 860 4
SVM-features3 0.488 7 0.579 3 0.488 7 0.4372 0.595 5 0.567 5 0.618 6
SVM-features4 0.620 3 0.627 2 0.620 3 0.619 1 0.744 8 0.821 4 0.7223
SVM-features5 0.836 0 0.833 4 0.836 0 0.834 1 0.973 3 0.871 4 0.9515
SVM-features6 0.787 3 0.729 7 0.787 3 0.723 0 0.908 7 0.620 2 0.946 5
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Fig. 14 ROC curves of traditional SQM algorithm
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Fig. 15 Detection results of SVM algorithm on the

evaluation dataset
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Table 8 Training and transfer evaluation results on the

TEXBAT dataset
Y5 HER % LFLES 4 [nl 5 F1 5054
B 204E)  0.99657  0.99659  0.996 57  0.996 57
Y 3GER) 0.98745  0.98747  0.98745  0.987 45
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